
Compliance

Service Provider Sentinel

Service Provider Sentinel (SP Sentinel) gives acquirers a solution for 
the complex task of identifying their merchants’ third-party service 
providers, determining their PCI compliance status, and driving 
them through the card network registration process. MasterCard 
and Visa rules require acquirers to ensure that all their merchants – 
and their merchants’ service providers that may touch cardholder 
data – are PCI DSS compliant. The card networks also require that 
all service providers (also referred to as merchant agents) are reg-
istered with them, which can be a daunting task for any acquirer. 

SP Sentinel leverages the G2 Merchant Map, G2’s proprietary merchant risk database, to identify risk and drive 
registration and compliance of service providers. 
 
• Every successful third-party registration helps protect dozens or even hundreds of merchants from  
 third-party risk. 

Developed by G2 to manage and protect against third-party risk

Learn More!

Learn more about 
Service Provider Sentinel 

by visiting 
www.g2webservices.com

“The automated process of Sentinel is infinitely better than the manual alternative. Sentinel has allowed us to 
achieve a realistic level of compliance we never would have otherwise reached.”

 
Manager, Compliance & Scheme Management WorldPay UK, Inc

• Having identified more than 10,000 third-party service providers and their relationships with over  
 1.5MM merchants, SP Sentinel prioritizes identified third-party service providers both by risk to a specific  
 client and their relative risk to the industry in general.

• G2 is a certified Service Provider Registration Facilitator (SPRF) vendor of MasterCard and provides  
 compliance support for Visa Europe’s Merchant Agent Program registration requirements.  This  
 centralized methodology minimizes risk and maximizes compliance. 

Protect Against Account Data Compromise

SP Sentinel is focused on service providers that may store, process 
or transmit cardholder data – and therefore be a target for crimi-
nals.  The service accelerates compliance with card network rules 
and mitigates many of the risks acquirers face related to their mer-
chants’ third-party service providers.  Proper identification, regis-
tration, and compliance of third-party service providers protect 
clients from escalating account data compromise attacks.
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Service Provider Sentinel

• SP Sentinel automates and streamlines the time-consuming process of service provider identifica- 
 tion and outreach so your compliance department can focus on the service providers that pose the  
 highest risk.

• SP Sentinel creates a clear map of which third-party service providers your merchants are currently  
 connected to. This allows internal or external partners to target merchants to increase market share  
 and revenue, while decreasing compliance risk.
 
• Provides market intelligence to PSPs to help them increase their revenue by getting their brand  
 ranked first in lists of available payment methods.

• Reverse Account Data Compromise dramatically reduces management time, costs, and potential fall-
 out from breaches of cardholder data, shrinking the risk of account data compromise.  The RADC  
 service is unique to G2.

• SP Sentinel identifies merchants conducting e-commerce and  
 information about the relationships between merchants, service  
 providers and third-party entities.

• Prioritizes third-party service providers (and their merchants)  
 that pose the most risk.  SP Sentinel shows  high, medium, and  
 low risk service providers in an easy-to-manage format.

• Drives service provider registration with G2’s industry-leading      
 outreach process, and the ongoing monitoring of  m e r c h a n t - 
 to-service provider relationships, including websites, web hosts,  
 shopping carts, e-wallets and payment gateway solutions.

• Determines the location and scope of suspected account data  
 compromise incidents by triangulating third parties supporting  
 multiple merchants, with the SP Sentinel Reverse Account Data  
 Compromise (RADC) service.

Effectively Manage Third-Party Risk

Identify & Monitor Service Providers at a Fraction of the Cost

About G2 Web Services

G2 Web Services is a leading 
provider of payment risk 
management solutions for 
acquirers, ISOs and PSPs, and 
monitors millions of merchants 
for hundreds of top acquirers and 
financial institutions worldwide. 
G2 has built the industry’s 
most extensive Merchant 
Map, comprising 9 years of 
merchant risk history, data and 
relationships, which enables us 
to provide the highest level of 
due diligence, compliance and 
fraud protection services to our 
clients. 
Visit www.g2webservices.com 

to learn more. 
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Start protecting your portfolio against third-party risk today! 
Email us at: info@g2webservices.com


