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This document is intended for developers, analysts, and executives who 
provide financial services to small businesses.  In particular, those that under-
write, board, or monitor a portfolio of merchants will benefit from the contents 
of this white paper.
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Directions in Diligence 
Financial Institutions (FI’s) provide a wide array of products 
and services to small businesses, ranging from commercial 
loans and transaction acquiring, to purchasing cards, checking 
accounts, and ACH services. Each of these product lines carries 
varying degrees of risk to the FI, which in turn correlates to 
the increase in required diligence, time, and costs needed to 
properly assess the potential customer.  

Online applications, fast enrollment, and continuous 
underwriting (innovations once exclusive to the servicing of 
micro-merchants) are finding their way up-market to small 
and mid-sized businesses. As merchants demand faster 
decisioning and competitive rates from their banking partners, 
FI’s are increasingly challenged with reducing costs and 
application processing time.  

As this trend toward speed and automation gathers 
momentum, FI’s, IT departments, system integrators and 
software solution providers look to data sources that can meet 
several requirements:

 Delivery via API – Computer to computer requests, responses 
and automated communication.  Client provides the 
application to consume and render the results received.

 Fast response times – Near real-time, seconds to sub 1 
second.

 Least cost routing – High throughput, automated sources at 
the start of the diligence process, reducing the number of 
applications requiring high cost manual review.

 Relevancy – Data that is applicable and inclusive of the 
applicant pool. 

 Predictive value – Provide a score or probability that a 
meaningful future event will or will not occur.

This need for speed, automation, and more detailed due 
diligence is what led G2 to create the G2 Compass Score™. 
Recent feedback from customers and partners highlights the 
straightforward documentation, robust test environment, and 
general ease of integration. Typically it takes two weeks to 
integrate, with the effort required as much a function of the host 
system integrating as the API itself. Compass Score is accessed 
via a RESTful API (Representational State Transfer) using https 
POST to initiate requests that result in a JSON response, and 
can be accessed from any host system and any programming 
language.

What is the G2 Compass Score?
Combining 10 years of proprietary G2 data, insights and 
expertise with carefully selected third party data, the G2 
Compass ScoreTM gives underwriters the most comprehensive 
assessment of a merchant’s risk profile. The Compass Score 
provides predictive insights into the probability that your trading 
partner will have a risk event in the next 24 months resulting 
in a possible loss of business continuity. In other words, the 
Compass Score predicts the probability that a merchant will not 
be your customer within the next two years.

The G2 Compass Score can be used in the context of very lean, 
near real-time micro-merchant boarding processes as well as 
within a more in-depth and thorough underwriting process, 
allowing you to:

 Immediately greenlight low-risk candidates for the next step in 
your due dilligence process.

 Immediately discard high-risk candidates, and remove them 
from further, costly diligence steps.

 Identify areas requiring closer inspection, before greenlighting 
the candidate.

Over the past 12 years of service to the payments industry, G2 
has collected billions of data points on millions of merchants 
globally. This breadth of data allows G2 to make connections 
between seemingly unrelated merchants that others cannot 
detect. The G2 Compass Score’s utilization of this unique 
dataset, in combination with sophisticated analytics tools and 
data science expertise, makes it a critical component to any 
modern merchant underwriting process.

The next section describes a typical use case for incorporating 
Compass Score into a merchant boarding and diligence 
process.
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Using the G2 Compass Score for Merchant 
Diligence
A well-known bank provides services to small businesses, 
including business checking, credit card acceptance, and 
commercial loans. The lending department utilizes a “tried and 
true” underwriting process established several years ago with 
little change to the costs, time, or methods to process a loan 
application.

In addition to information provided by the merchant, the lender 
pulls a personal credit report on the business owner and 
conducts a background check for arrests, convictions, and 
bankruptcies. The internal costs to pull these reports, review, 
analyze and make a determination is about $60.

This lending department wants to improve its process to meet 
these three objectives:

 Reduce average time to process an application.

 Increase the number of applications processed in a month.

 Increase portfolio profitability by including merchants of 
moderate to low risk.

By incorporating the G2 Compass Score early in the diligence 
process, the bank could more than fulfill its goals. A set of one 
thousand applications could be processed as follows:

25 applications immediately rejected or stopped in the 
diligence process, due to a history of fraud, compliance issues 
or other problems. This saves $1500 in additional diligence 
costs, but more importantly also saves the costs of future 
losses, assessments, and fines.

50 applications had a good Compass Score, but their personal 
credit reports were not good, typically below the threshold for 
approval. However, given the additional data -- a solid banking 
history and reputation of the business provided by the G2 
Compass Score – these merchants were approved. Without 
Compass they would have been rejected.

100 applications for merchants running ecommerce 
businesses show moderate, but acceptable risk. G2’s 
recommendation, in addition to increasing the interest rate for 
these loans, enters these merchants into a low-cost monitoring 
program for the first year.

825 applications were processed as usual, with both the G2 
Compass Score and the legacy underwriting process indicating 
approval.

By adding the G2 Compass Score to the underwriting process, 
our Financial Institution was able to approve 150 merchants 

that would otherwise have been rejected, as well as process an 
additional 25 applications using the same resource pool.
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Components of the G2 Compass Score
Leveraging sophisticated analytics tools and data science 
expertise, G2 combines rich proprietary data with publicly 
available data sources to create the G2 Compass Score. Clients 
provide basic information about the merchant via an API 
request and receive a real-time score for the potential risk of a 
merchant.

Upon receipt of the API request, the merchant information is put 
through a two-stage process before creating the final analytics 
(Figure 1). We derive a meaningful Compass Score with as little 
as a business name and URL, but with more data inputs on 
the front-end (business address, principal owner’s name, MCC, 
etc.), results will include a more meaningful analysis and score. 
For the most accurate results, we recommend providing all 
available data.

Step 1: Create sub-scores from various data checks. Many 
of these are powerful indicators by themselves (e.g., past 
fraudulent behavior), while others are of moderate predictive 
value in isolation. Frequently these moderately predictive “sub-
scores” can be combined with other elements to become a 
powerful predictor of future behavior.

Step 2: Combine sub-scores from Step 1 with direct data inputs 
to arrive at an overall business continuity score.

Analytics Spectrum:

Backward-looking Tools:

1. Report (Descriptive Analytics)

• Learn what has happened with the merchant in the past

2. Reason (Diagnostic Analytics)

• Understand why that happened

Forward-looking Tools:

3. Score (Predictive Analytics)

• The probability of business continuity over the next 24 
months

4. Recommendation (Prescriptive analytics)

Some of the data records queried to derive the Compass 
Score include:

 The G2 Merchant Map

 G2’s proprietary FraudFile list with over 20,000 unique records.

 Worldwide third-party blacklists and whitelists, i.e. OFAC, PEP, 
NABP, etc.

 Historical records of prior internet sites and web presence

 Online reputation

 And many others… 

Figure 1: Compass Score Analysis Process



     G2 Web Services  •  Managing TPPPs and TPSs in the Current Regulatory Environment     6g2webservices.com

Interpreting the G2 Compass Score
Similar to consumer credit scores, different values correspond 
to different levels of risk. However, unlike consumer credit 
scores, the higher the Compass Score, the greater the risk. In 
Figure 2 we depict a sample distribution of scores related to 
a Step 1 evaluation, content violation risk– a cross section of 
merchants from G2 clients dating back to 2013.

In this example, a merchant with a score in the green range 
would pass G2 Compass checks and should probably proceed 
to the next step in the diligence process. A score of yellow 
would suggest further diligence in a particular area (e.g., 
conduct a live web crawl). Red would be a recommendation to 
not proceed with additional diligence steps. The Green, Yellow, 
and Red regions are suggested by G2, but individual financial 
institutions may tailor the meaning of these ratings and the 
score boundaries that define them to their own risk tolerances 
and already present heuristics. 

Figure 2: Compass Score Distribution

Figure 3: Sub-Score for Potential Content Violation, based on 
historical data

Sample Reason Codes

With all Compass Score results, FI’s will receive a Reason Code 
for any found issues. Below is a sample set of the dozens of 
reason codes that provide insights into the resulting Compass 
Score:

 URL previously associated with high-risk MCC

 Prior content violations by merchant or proprietor

 URL previously actioned by G2 client

 IP address associated with content violation

 Whois record is private OR Whois-linked violation over a year 
ago

 WhoIS-linked violation within the last year
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Building the G2 Compass Score and the 
Scoring Algorithm
The G2 Compass Score is based on advanced statistical 
techniques, for which the underlying algorithm is continuously 
improved. This algorithm combines G2 proprietary data, both 
historical and current with other data sources to assess a 
variety of risk vectors that are unique to this score. The scoring 
algorithm is divided in two phases: (1) intermediary predictive 
models and (2) business continuity statistical models.

Step 1: Intermediary predictive models for key merchant 
behaviors

The algorithm starts with three predictive models: (1) violation 
probability, (2) fraud probability, and (3) other probability. These 
three models make up the bulk of key merchant behaviors.

Violation Probability

This model reviews the probability that a prospective merchant 
will commit a content, Terms of Service (TOS), or brand 
violation during the next 24 months. Using customer data, third-
party, public, and proprietary G2 merchant data, we were able to 
develop a statistical model that accurately (99%) and precisely 
(85%) predicts the probability of future violations:

Fraud Probability

The fraud probability model measures the likelihood that 
a merchant will commit fraud in the next 24 months. This 
includes data from third-party and public sources, as well as 
our proprietary FraudFile database which is made up of over 
20,000 unique fraudulent merchant records.

Other Probability Models

While the current Compass Score algorithm includes many of 
the data points requested from our clients, we have engineered 
a flexible system that enables the creation and inclusion of new 
models into the Compass ecosystem as these needs evolve.

Step 2: Business continuity statistical model

This second step combines all available merchant data 
together with the intermediary predictive models to generate 
an overall score that predicts the probability a merchant will 
continue doing business with you in the next 24 months.

The G2 Compass Score is Compliant with the 
OCC
The Office of Comptroller and Currency (OCC), a division of the 
U.S. Treasury Department, publishes guidelines for banks to 
follow to manage risk.

We are following the OCC guidance for Model Risk 
Management when developing our models.

 We validate that our scores are accurate and precise.

 We thoroughly document the model algorithm, data inputs, 
assumptions, usage, and impact.

 We constantly monitor our model performance.

 We maintain strong governance, policies, and controls over 
the Model Risk Management framework.
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Enhanced Scoring Through Continuous Improvement
G2 has been analyzing merchants for the last decade, gaining data and insights not available to any other industry player. With 
so much information at our fingertips, G2 provides reliable and accurate predictions through the G2 Compass Score. As we 
keep gathering and indexing more data and introducing new data sources, the world will continue to evolve, and we will continue 
to tune and improve our risk models.

Every financial institution’s underwriting process is heavily dependent on the information obtained and the data providers used. 
The G2 Compass Score is that one unique data source that has been missing: historical and relevant merchant data, providing 
a score of the potential merchant upfront, allowing FI’s the freedom to only further review those that meet thresholds. The G2 
Compass Score saves time and maximizes current underwriting resources, while improving the overall process and increasing 
application throughput.

To learn more about how the G2 Compass Score can enhance your underwriting process, or to request a portfolio review, please 
contact us at info@g2webservices.com.


