
In 2017, the largest penalties assessed were solely Bank Secrecy Act/Anti-Money 
Laundering (BSA/AML) violations. This differs from previous years when many of the 
largest penalties encompassed enforcement actions for violations of OFAC-administered 
economic sanctions and other legal regulator violations.1  With over $2.5 billion in 
penalties for sanctions/AML violations in 2017, it is foreseeable that these penalties will 
continue to rise.2 

Due to the increase in focus and enforcement of these major BSA/AML violations, it’s 
imperative for FIs to gain a holistic view of their business customer portfolios to ensure 
they are compliant with the current BSA/AML regulations. Through reputation monitor-
ing, FIs are able to properly manage and identify the risk, that could easily cost them 
major penalties if left unidentified. 
 
With thousands of different sources of negative news, and various-methods for  
consumers to submit complaints, it is difficult to get a good read on reputation when 
done manually. G2 Reputation Monitoring allows you to make more timely decisions 
whether or not a business customer requires further investigation. 

G2 Reputation Monitoring
Actual incidents and warning signs of deceptive and illegal practices delivered directly to you 

A past act of fraud or misconduct can 
foretell repeat offenses. A high number 
of complaints may suggest your 
business customer is engaging in Unfair, 
Deceptive or Abusive Acts and Practices 
(UDAAP). Harmful businesses don’t 
disclose a poor or declining reputation. 
Yet it can signal your business customer 
is engaged in anti-consumer behavior. 

Using G2 Reputation Monitoring 
solutions, banks have easily identified 
bad actors hiding among their business 
customers. These convicted retailers 
included ones selling deceptive, 
needless warranties to the elderly and a 
firm that admitted to fraudulently  
over-billing the US government 
hundreds of millions of dollars. 

  G2 Negative News and Watch Lists 
Gives you access to the most 
comprehensive database of risk 
information derived from over 100,000 
unique sources in 240 countries. Negative 
news includes money laundering, 
terrorism, bribery, denied entity, fraud, SEC 
violations, regulatory actions, business 
crimes and misconduct. Gain access to 
over 600+ sources of watch lists, sanction 
lists and PEPs to screen for suspicious 
business customers.

   

 G2 Complaints Monitoring  
Scans multiple industry-leading 
databases, including the Better 
Business Bureau, Consumer Financial 
Protection Bureau database, civil 
litigation databases, state Attorney 
General complaints and Google Reviews. 
It provides results in a consolidated 
report, with recommendations on which 
business customers to investigate 
further. (Figure 1)

   

G2 Reputation Monitoring includes:
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About G2 Web Services

G2 Web Services is a Verisk Analytics Company (NASDAQ: VRSK) and a leading global provider 
of merchant risk management solutions, including due diligence, compliance and fraud 
protection. Clients representing over half of merchant outlets globally use G2’s solutions to 
identify bad actors and keep them out of the payments system. Banks, processors and their 
partners use G2’s data, tools and expertise to perform better due diligence and monitoring so 
they can grow their portfolios while taking on acceptable risk. 

   Keep suspicious business customers out of your portfolio 
Keep suspicious business customers out of your portfolio by screening them at onboarding using 600+ sources of sanctions 
lists, watch lists and PEPs.

   Get a comprehensive view of reputational risk  
Obtain a thorough view of business customer reputation risk, based on multiple industry-leading sources. Access over 100,000 
sources of adverse news, fraud warnings, disciplinary actions, and other risk incidents. Get an aggregated view of consumer 
complaints and pinpoint customers that need further review.

   Optimize your resources 

   Receive periodic updates and alerts 
  
    

   Scale your KYC program 

 

  

Sources: 

With G2 Reputation Monitoring you can:

Reduce the amount of manual reviews conducted by your team by focusing on business customers that require  
further investigation.

Recieve an aggregated report of risk events about business customers along with expert analysis reviews, based upon your  
desired frequency. Use this information to ensure that your business customers continue to fit your risk profile. 

Monitor for additional risk factors without the need for additional personnel. Reduce manual processes currently used to    
monitor your portfolio for reputation issues by outso urcing them to a third party with expertise in complaints monitoring.

    Take a risk-based approach 
      Monitor your high-risk customers more frequently, and take action before experiencing a financial loss.

1 https://biglawbusiness.com/trends-in-anti-money-laundering-enforcement-actions-and-penalties-were-up-in-2017/
2 https://www.lexology.com/library/detail.aspx?g=9e8a1e21-5d0d-4f14-b20a-5f27f41d4c1d


