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Executive 
Summary

The FFIEC manual references 
“business type” as a risk factor 342 
times, almost as many mentions as 
correspondent banks. 
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The FFIEC BSA/AML Examination Manual references 
“business type” as a risk factor 342 times, almost 
as many mentions as “correspondent banks”. 
Commercial banks face a myriad of risks stemming 
from the activities of their business banking customers, 
especially high-risk business types. Know Your 
Customer (KYC) and Know Your Customer’s Customer 
(KYCC) requirements place a heavy regulatory burden 
on commercial banks to have a solid grasp on what 
business model their customers operate and what 
activities can be expected from a business banking 
customer. Further complicating this task, many high-risk 
business types that could not be banked by traditional 
financial institutions have moved to Third-Party Payment 
Providers (TPPPs) to avoid additional scrutiny and  
higher fees.

Relying entirely on paid list screening services to classify 
legal entity business customers does not sufficiently cover 
a commercial bank’s KYC and KYCC requirements as these 
lists rely primarily on self-reported business models. If the 
principal of a high-risk, fraudulent or malicious business 
wants to avoid higher fees and increased scrutiny, they won’t 
be honest with the state entities that these list providers 
rely on. As a result, risks stemming from misrepresented 
and therefore misclassified business customers lie hidden 
within commercial banking portfolios unbeknownst to 
compliance and risk professionals. Lack of information 
about customers that have changed their business models 
means banks are unaware of their portfolio’s actual  
risk profile.  

Best practices should be adopted by commercial banks, 
TPPPs and alternative payment providers to mitigate 
risks relating to misrepresented and misclassified 
business models. Business classification should serve 
as the baseline for an ongoing monitoring program.
Commercial banks and TPPPs need to do more to 
continuously verify that their customer’s business models 
have not changed over time.

The following white paper outlines business classification 
best practices for the commercial banking industry, 
including TPPPs and other alternative payment providers.



While it could be argued that the buying and selling of 
cryptocurrencies could be categorized as “All Other 
Professional Support Services” in the example above, 
the underlying business activity was prohibited. 

While having misclassified high-risk businesses in 
a bank or TPPP’s commercial portfolio may seem 
like an obvious problem, examples from the industry 
prove useful to underscore just how urgent it is for 
the industry to take business classification seriously.  

G2 Web Services has uncovered scores of 
misclassified, high-risk business customers in the 
portfolios of our clients over the past 13 years. Some 
of the most egregiously misclassified examples are 
briefly described below to serve as a call to 
action for financial institutions that have yet to 
undertake thorough classification programs. These 
misclassified businesses were only uncovered 
and properly classified after human analysis was 
conducted to verify commercial banks’ existing 
classifications were accurate.  
 

A $180B bank found a gambling business classified as  
“Food and Dining” in its portfolio

Cryptocurrency Misclassified as “All Other 

Professional Support Services” (NAICS Code 561499)

Online Firearms & Ammunition Supplier Misclassified 

as “Hardware Stores” (NAICS Code 444130)

Often firearms is a “restricted” category, although high 
risk, it is legal and an acceptable business category. The 
NAICS code that firearms and ammunition falls under 
is Sporting Goods Stores. This classification does not 
convey the elevated risk level associated with firearms 
and ammunitions.

The online marijuana distributor was incorrectly 
classified as a clothing store. The G2 bank client 
had cannabis on their “prohibited” list, as a federally  
illegal product.

Online Cannabis Seller Misclassified as “Cothing 

Stores” (NAICS Code 448190)



Detailed Solution
   

Step 1:

Establishing Your Financial Institution’s Business 
Classification Program
The first step in ensuring your commercial bank or TPPP has a sufficient process in place is determining 
which classification schema makes the most sense. In the United States, commercial banks typically employ 
the North American Industrial Classification System (NAICS) to accomplish this. Alternatively, some banks 
may use the System of Industrial Classification (SIC), on which NAICS is based.  

However, what both schemas lack is a means of properly classifying certain high-risk business types. This 
shortcoming can allow bank customers to easily hide their true activities behind a seemingly innocuous 
classification code as demonstrated in the examples from the previous section.

After settling on a classification scheme, it is recommended that banks and TPPPs include in their risk profiles 
a defined list of prohibited and restricted categories. The prohibited categories obviously must include illegal 
activity, but may also include legal, but higher-risk business activities. Some of these categories may not fit 
nicely into a NAICS code and it is therefore dependent on the financial institution to develop its own custom 
categories to classify these high-risk business customers.
  
A successful business classification program requires staff that understands these schemas, can assess 
and assign accurate industry codes or have a skilled vendor to do so.



Not all business customers will fit neatly into a business classification schema vis a vis a financial 
institution’s risk profile. For instance, NAICS Code 812990 is classified as “All Other Personal Services.” 
This broad definition includes innocuous businesses like concessions operators, shoeshine services and  
coin-operated personal services (i.e.blood pressure machines and lockers). However, this same 
category also includes social escort services, dating services and bail bonding services. Another example 
is counterfeit goods and pirated intellectual property. These are illegal products that are typically classified 
as their legal, legitimate counterpart products. For example, a business customer that sells both legitimate 
and knock off hand bags could self-certify as a NAICS Code 448320, luggage and leather goods, and 
without verification, the financial institution would assume they are doing business with a low-risk, legitimate  
business customer. 

As these and the examples above illustrate, it is incumbent upon the financial institution to know this and 
proactively address these risks. As pointed out above, banks and TPPPs should have a prohibited and 
restricted category list. One way to identify business types that do not fit into a classification scheme, 
or to highlight an acceptable high-risk business type with a broad NAICS category, is to create a custom 
category. A custom category will identify the high-risk type, solving for the example of “All Other Personal 
Services” category described above. G2 Web Services has identified 32 high-risk and custom business 
categories that the company uses to point out prohibited and restricted activity to its clients.  

Step 2 : 
Executing Your Financial Institution’s Business 
Classification Program

Once a financial institution has settled on a classification 
scheme, defined its risk profile and specified custom 
classifications for businesses that don’t fit into traditional 
schema, the bank or TPPP needs to identify their source 
data. This could include paid list services, or internally 
produced classifications, that were assigned at the time of 
boarding new clients. While there are databases available 
that can aid a bank or TPPP in their efforts to classify their 
portfolio, it is recommended that review be conducted 
by analysts to ensure accuracy. To reiterate, the paid 
list services and the lists banks compile themselves rely 
on self-certification, i.e., the business customer being 
honest. One of the most effective means of ensuring your 
financial institution has an accurate classification of its 
commercial portfolio is by manually reviewing the business 
customer’s online and near online presence.



Step 3 : 
Business Benefits – Monitoring Your Financial 
Institution’s Business Classification Program

Once the bank or TPPP has determined that the business 
customer’s online presence validates the customer 
is correctly classified, the bank or TPPP’s responsibility 
does not end there. Banks should conduct ongoing web 
presence monitoring, especially of those higher-risk 
business types, to ensure the customer’s business model 
does not significantly change or exceed the bank’s risk 
profile over time. For instance, G2 Web Services, through 
its proprietary Business Customer Monitoring software, 
detected an online pet food distributor that had originally 
been classified as a low-risk business type. After several 
months of monitoring, G2 flagged online content providing 
links to online cannabis sellers, a category that was strictly 
prohibited by the bank. Without this ongoing monitoring, the bank would have continued to assume 
their original classification was correct, not realizing they were banking a customer outside of their 
risk profile. Even with a quick scan of the customer’s website, this may still have been missed as 
the offending content was buried behind several layers of innocuous content. 
   
Both the initial portfolio review for business classification as well as the ongoing monitoring of business 
customer activity should also be used to flag other high-risk activity. If the URL a business customer has 
provided is inactive, malformed, forwarding or password protected, this should be viewed as potential 
red flags for the financial institution and should trigger additional investigation. There may be reasonable 
explanations or reasons why this has occurred, but this tactic could also be used to mask illegal, illicit or 
malicious activity from the financial institution and law enforcement. 

To ensure business customers are correctly classified, banks can look at real-time web content 
from the customer’s online or near-online presence. Businesses without a dedicated website can be 
verified by near-online presence including social media such as Facebook or LinkedIn profiles, or from  
third-party sources such as Yellow Pages, Manta or Yelp. This exercise will allow the bank or TPPP to detect  
high-risk activity including an inactive URL, which should also be considered a red flag and trigger  
further investigation.    

While bank customers with a robust online presence are easier to monitor and therefore easier to properly 
classify, banks and TPPPs should not overlook business classification on businesses without dedicated 
websites. First, the financial institution should conduct discovery exercises to determine if the business 
customer simply neglected to or intentionally left out its website from account opening documentation. With 
the business customer’s legal entity name, Doing Business As (DBA) and address, discovery of undisclosed 
URLs is possible through numerous tools such as G2 Web Services’ WebID software. For businesses 
that are truly brick and mortar only, i.e., do not have a dedicated website, financial institutions should 
conduct business classification from their near-online presence. Resources like Better Business Bureau, 
Manta, Yellow Pages, Yelp and Angie’s List, among others, can help banks and TPPPs arrive at a verified  
business classification.  



While the benefit of reducing risk by eliminating 
illegal, illicit and nefarious business activity from a 
financial institutions portfolio are myriad and obvious, 
banks and TPPPs don’t often draw the conclusion 
that implementing robust business classification 
practices can also drive revenue. By defining higher-risk 
categories, and identifying legal, but high-risk business 
customers, banks and TPPPs can better align their fee 
structures per risk levels. For instance, lending is clearly 
a legal business activity, but carries with it higher risk. 
If payday lending is within a bank’s accepted risk 
profile, but a customer engaging in this activity is 
classified as “Professional and Business Services” the 
financial institution is missing a revenue opportunity.  

Business 
Benefits

Banks and TPPPs don’t often draw the 
conclusion that implementing robust 
business classification practices can 
also drive revenue. 
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Source: Dec 2015 Research Study, “Current Industry Perspectives into AML Risk Management and Due Diligence”, Lexis Nexis/ACAMS

 At your institution, which of the following factors would you say carry
 significant weight when fulfilling AML risk-assessment requirements?

High-Risk Customer Types Rank Highest 
for Risk Assessments



In summary, a robust business classification program 
needs to be implemented by commercial banks, TPPPs 
and other financial institutions that deal with business 
customers to reduce risk and drive additional revenues. 
These programs should be aided by technology, but 
primarily human driven in order to properly verify that  
classifications are correct and accurate. Real-time 
web content as well as near online presence should be 
considered when making a classification judgement, 
and red flags such as inactive URLs should be noted 
and require additional investigation. Banks and TPPPs 
should define prohibited and restricted business activity 
and may choose to go beyond the existing schema for 
high-risk business types they wish to do business with by 
creating custom categories. Finally, financial institutions 
should not consider business classification as a risk 
reduction strategy alone. Revenue opportunity exists 
when business customers are properly classified and 
charged fees commensurate with their true risk level.  
 
The recommendations outlined here are best practices 
and financial institutions may vary in their approach 
to business classification. The most important take 
away is that financial institutions of all sizes and 
portfolios need to have a business classification 
program in place. In the current business and 
compliance environment, resource managers may 
find it difficult to staff such a program and thus 
determine they cannot implement a robust business 
classification program at their financial institution. 
The Business Classification service offered by G2 
Web Services provides these best practices to the 
commercial banking and payment processing industry 
at a fraction of the cost financial institutions would 
face by implementing a similar program on their own. 
G2’s proprietary technologies, combined with our 13 
years of risk analysis expertise, allows G2 to offer a 
unique product to the industry at very competitive rates.  

For more information on  
G2 Business Classification, visit  

http://www2.g2webservices.com/wp-naics

 Conclusion

G2’s proprietary technologies, 
combined with our 13 years of 
risk analysis expertise, allows G2 
to offer a unique product to the 
industry at very competitive rates. 



Third-Party Payment Processors are defined by the FDIC as “Depositor that uses its banking relationship to process payments for its merchant clients.” FDIC 
2014-AML-Third-Party Payment Processors and ACH Presentation, Page 3. https://www.kansascityfed.org/eventinfo/banking/2014-AML-Third-Party%20Pay-
ment%20Processors%20and%20ACH%20Presentation.pdf

For the purposes of this white paper, G2 Defines Alternative Payment providers as i) not card related ii) not ACH via a direct ODFI and iii) not wire transfer. Alternative 
Payment providers may base technology off of ACH technology, but are an alternative payment form because there is no a direct relationship between the bank and the 
Originator (Individual or business) and the ODFI.

The following business categories represent some of the types of firms that banks subject to 
additional due diligence and monitoring, such as periodic reviews, site visits, interviews with 
management, and closer review of transactions.actual fees and interest charges. Banks 
serving pawnbrokers need to avoid enabling deceptive and abusive practices.

Known Risks

Accountants serve as intermediaries between clients and financial institutions (FIs). Banks 
typically take extra precautions because they have no direct relationship with or knowledge 
of the beneficial owners of these accountants, who may be a constantly changing group of 
individuals and legal entities.  

Payday loans, auto title loans, deposit advance products, and similar installment and 
open-end loans have been scrutinized by the CFPB because they can become “debt traps”. 
The bureau has cited high interest rates as evidence of exploitation of borrowers.

Convenience stores, restaurants, liquor stores and other legitimate  cash-generating
entities are easy hiding places for cash-based money laundering. The FFIEC manual calls 
for a more detailed understanding of these businesses’ operations. 

Casinos are frequently used as “getaway cars” by money launderers. FinCEN has affirmed 
these businesses are subject to AML compliance. They are considered financial institutions 
under the BSA and therefore can be regulated.  

These nonprofits are called out in a special chapter of the FFIEC manual for bank examiners 
because the flows of funds are complex. They are also more likely to have Politically Exposed 
Persons (PEPs) as beneficial owners. 
The CFPB has cited high returns, chargebacks, or complaints as prima facie evidence of 
fraudulent activity with some debt collectors. It has held payment processors and ISOs  
responsible for detecting and terminating what it views as reckless activity. 

Tens of billions of dollars every year are laundered through US law firms, which cite 
attorney-client privilege to protect their clients. The Financial Action Task Force (FATF) 
has cited poor supervision of lawyers as a weakness in US AML practices.  

Payment processors facilitating internet gambling have been held accountable under 
the Unlawful Internet Gambling Enforcement Act (UIGEA) of 2006. Categories of online 
gambling are being expanded, with sports betting a recent example. 

Cannabis businesses are well understood to be controversial, with conflicting state 
and federal laws. FIs should have policies for marijuana businesses, distinguishing direct 
(growers and providers) from indirect (B2B such as supplies and leasing). 

MSBs, often cited as the exemplar of de-risking,  are another category like marijuana 
businesses where regulatory issues are well-documented. At one FI conference, 
attendees called MSBs the highest-risk businesses in their portfolios. All MSBs must 
be registered with FinCEN, and can be queried on the FinCEN website.

The CFPB has targeted pawnbrokers for understating the actual fees and interest charges. 
Banks serving pawnbrokers need to avoid enabling deceptive and abusive practices. FinCEN 
has affirmed precious metals dealers are subject to BSA/AML compliance.  

FinCEN has affirmed precious metals dealers are subject to BSA/AML compliance. The US 
Treasury seeks to prevent movement of ill-gotten funds through illicit means outside typical 

Business Category

Accountants
541211 / 541213 /  
541214 / 541219

Alternative 
consumer lending
522291

Cash-intensive 
businesses
Various codes

Casinos  
and gambling
721120 / 713210

Charities  
813410

Debt  
collectors
561440

Lawyers
541110

Online  
gambling
Custom G2 category

 
Marijuana 
businesses
Custom G2 category

Money Service 
Businesses (MSBs)
522390 / 522320

Pawnbrokers
522298

Precious  
metals
423940



G2 Business Classification
Regulators continue to scrutinize high-risk business 
types, even in the aftermath of Operation Choke 
Point. Not only has FinCEN targeted MSBs, payday 
lenders and third-party payment processors, it has 
also assessed penalties against precious metals 
dealers, card clubs and non-bank financial services 
companies that have been deemed to be targets for 
money laundering. Penalties associated with  
high-risk businesses are being issued by regulators 
as well as in the private sector through class  
action law suits. As the list of high-risk business 
types increases, portfolio transparency becomes 
increasingly important.

In working with top financial institutions, G2 has 
regularly discovered misclassification of business 
customers, including an ammunition site classified 
as “hardware”, an escort service classified as 
“catering”, a lending site classified as “other” and  
a gambling site classified as “dining”. These 
misclassifications leave banks exposed to added 
risks and the potential for fines.

G2 Business Classification scans portfolios 
— for both online and offline customers — 
and provides a NAICS code and description 
for each business customer. G2 highlights 
business customers that correspond with a  
high-risk NAICS code list, which can  
be customized based on the needs  
of your organization. 

With G2 Business Classification 
you can: 

 Improve portfolio transparency: Correct 
errors in NAICS lists, terminate prohibited 
businesses and investigate inactive 
websites based on the report findings. 

  Strengthen your risk-based approach: 
Improve your understanding of the types 
of business customers in your portfolio, 
segment them according to risk level, 
and apply the appropriate processes to 
manage them.  

  Outsource manual processes: 
Reallocate your personnel’s time to more         
strategic functions.

  Improve the outcome of your audits: 
Demonstrate a standard classification to 
examiners and auditors, and provide proof 
of an independent third-party review of the 
NAICS codes in your portfolio.

OUTSOURCE NAICS AND PROHIBITED BUSI-
NESS CLASSIFICATION TO GAIN EFFICIENCIES 
IN YOUR BSA/AML PROGRAM
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