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Summary
Gone are the days of picking up illegal drugs at night in a dark alley. Sales are being 
pushed online through Transaction Laundering. Illegal drugs can now be bought online, 
via credit cards, day or night. 
On May 26th, the UK passed a Psychoactive Substances Act. This act, criminalizes the 
production, distribution, sale and supply of synthetic drugs, previously known as “legal 
highs.” Synthetic drugs are one of the fastest growing segments of the illegal drug trade. 
The passage of this law is only one reason that transactions are quickly shifting from the 
street to ecommerce. 
Transaction Laundering (TL) occurs when a hidden website uses the merchant ac-
count of an approved front site to conceal the true nature of sales. G2 has seen both an 
increase in TL and an increasing proportion of illegal drug sales in TL cases this year. G2 
expects this trend to continue alongside increasing risk of regulatory scrutiny and card 
scheme assessments.
Acquiring banks, processors, ISOs, and payment facilitators already recognize that 
card-not-present (CNP) environments have become a preferred method of concealing 
violating products. The same will be true for sales of psychoactive substances. Even 
those that serve low-risk merchants are not immune. 

Audience
Risk Managers, Directors and Executives responsible for merchant compliance and risk 
in the global payments space.
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Illicit Drug Sales Migrating Online
Online sales are not new. E-commerce continues to grow 
and topple over traditional storefronts. Groceries, books, truly 
anything can be purchased online at any hour. The illegal 
drug trade is no different. Illegal drugs can now be purchased 
online, using credit cards, and shipped right to your doorstep, 
all with just the click of a button. Illicit websites have become 
one-stop-shops for consumers looking to buy everything from 
hard drugs like heroin and cocaine to synthetic highs like 
spice, poppers and salvia. And with the use of both computers 
and smartphones so widespread, the global illegal drug trade 
continues to expand. Market innovation, new technology and 
globalization are just a few of the drivers fueling the rise of 
these internet channels. “Almost any kind of illegal drug can 
be bought today on the internet and delivered by mail, with no 
face-to-face contact between buyer and dealer,” said Dimitris 
Avramopoulos, European Commissioner for Migration, Home 
Affairs and Citizenship.

Drug industry experts say online purchases are more efficient 
and more consumer-oriented than offline. Consumer data from 
the 2016 Global Drug Survey supports this trend (see Figure 
1). James Martin, who wrote Drugs on the Dark Net, describes 
how online drug dealers offer consumers promotions like 
buy-one-get-one-free, repeat-buyer savings, and money-back 
guarantees. He compares these markets to shoe vendors 
because they operate in such a buyer-friendly fashion. Tom 
Wainwright, author of Narconomics: How to Run a Drug Cartel, 
writes: “I dealt with a trader of crystal-meth pipes who was as 
attentive as any Amazon representative. (Actually, I take it back. 
He was far more helpful).”

Dealers are using India’s leading online retailor to sell meth, 
ecstasy and bath salts. Though less prosperous than Amazon 
or China’s Alibaba, IndiaMart is one of India’s top tech success 
stories — a lively conduit plugging the country into an increasingly 
borderless online sales economy worth trillions. Despite a stated 
policy against posting illegal goods, the site hosts hundreds of 
vendors promising bulk shipments of controlled substances.

The European Monitoring Centre for Drugs and Drug Addiction 
(EMCDDA), an EU drug watchdog, recently warned of the 
evolving nature of online drug sales. The EMCDDA indicated 
particularly “worrying” stats were the overall digital literacy 
among users increasing, and the range of available drugs 
diversifying. “Virtual marketplaces are now expanding the 
boundaries of drug supply, offering wider options to potential 
buyers,” said Alexis Goosdeel, the EMCDDA’s director.

On May 26th, the UK’s Psychoactive Substances Act came 
into law. It criminalized the production, distribution, sale and 
supply of “legal highs,” as such psychoactive substances are 
sometimes called. Those convicted of violating the law by 
producing or supplying may be sentenced up to seven years in 
prison. So-called retail “headshops” are expected to be targeted 
by police and are already abandoning these sales. 

Even before this ban came into effect, G2 Web Services found 
legal highs increasingly sold online out of convenience. These 
include nitrous oxide (laughing gas), salvia divinorum (sage), 
and mephedrone (meow meow). As drugs of this nature 
become unlawful contraband in Europe, sales will likely migrate 
online. If sellers follow the path of conventional drugs, they will 
hide psychoactive substances from law enforcement through 
e-commerce and Transaction Laundering. 

Exacerbating the challenge for risk professionals is a 
developing – and sometimes interconnected -- collection 
of illegal products. Acquiring banks will increasingly be 
responsible for finding lawbreakers and terminating accounts 
and they will need the right tools.

2015 - 2016 G2 Drug Research: 

Trending Substances
Most Common: 

 Cannabis (seeds)

 Mushrooms (psilocybin)

 Cannabinoids (THC, CBD)

 Coca (leaves, powder)

 Bath salts (cathinones)

Up & Coming:

 Synthetic Drugs with Psychoactive characteristics

        o Marketed as incense, potpourri and bath salts

 Psychoactive Herbal Products

        o Fly Amanita/Agaric

        o Kava Kava

        o Pong seeds

        o Kratom
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Figure 2 (Source: G2 Web Services) 

The Rise of Transaction Laundering
There is a significant barrier to online sales of drugs. They are 
illegal and the major card schemes like MasterCard, Visa, and 
American Express forbid their member banks from facilitating 
such purchases. This pushes the market to move to less 
visible corners of the internet, hiding behind both real and fake 
businesses. Methods of Transaction Laundering (TL) aid in 
this process. Sellers take care of concealing the purchases 
by routing them through legitimate-looking sites and fooling 
sponsoring banks and payment processors.

Transaction Laundering, also known as credit card laundering, 
aggregation, and factoring, occurs when a hidden website uses 
the merchant account of an approved front site to conceal 
the true nature of its sales. G2 has seen both an increase in 
Transaction Laundering and an increasing proportion of illegal 
drug sales in TL cases in 2016 (see Figure 2). 

The “front” operations that hide the illegal sales come in many 
forms. They are as prosaic as an organic food store, a web 
design shop, or a photo printing firm (see Figure 3). The first 
pair includes an organic food and seed store that hid a website 
selling LSD, methamphetamine and opium. The second 
pair is a web building shop that processed transactions for 
a variety of illegal drugs including kratom and ecstasy. The 
last pair in Figure 3 is a firm specializing in large photo prints 
that laundered sales of cannabinoids and other psychoactive 
substances. 

Figure 1 (Source: Global Drug Survey 2016) 

The Global Drug Survey, which queried 101,313 
self-identified drug users from over 50 countries, 
shows a declining rate of street sales and a 
sharp increase in the online market. This data 
correlates with other recent findings released 
in the European Drug Report and World Drug 
Report.

Operators are shrewd about risk mitigation and load balancing 
to stay in business. G2 discovered a group of ecommerce sites 
laundering synthetic cannabinoids, aka “spice,” through a group 
of food ingredients online retailers, or a different form of “spice.” 
Upon further inspection, the ingredient store was found to be part 
of a network of four functionally and visually equivalent stores 
with multiple merchant accounts. The merchants operating these 
sites were a drug syndicate, cunningly utilizing both active and 
dormant sites to continue operations if one or more merchant 
accounts were terminated (see Figure 4).
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“Spice” Drug Transaction Laundering Syndicate

Front Sites Processing Payments for Illicit Sales

Figure 3 (Source: G2 Web Services)

Figure 4 (Source: G2 Web Services)

Emerging Trend Alert

There is a common misconception that illegal drug sales are 
confined to the Dark Web through sites like the infamous Silk 
Road. But in reality, the threat is much larger in scope. Dark Web 
retailers are actually the minority in a sea of easier to access 
marketplaces available to anyone with an internet connection. 
Getting to Dark Web marketplaces requires the operation of a 
complicated browser called Tor, and buyers are strictly bound to 
using Bitcoin currency. While this route offers some anonymity to 
computer savvy customers, the average person doesn’t have the 
knowledge or need to jump through such hoops. Especially when 
there are simpler and more customer friendly options. 

Protecting Yourself: How to Eradicate TL 
from Your Portfolio
This category of violations is one of the largest headaches 
for compliance executives in the merchant acquiring space. 
Deciphering rules and regulations, and staying current with 
ever changing drug formulas and street names can be beyond 
challenging. As criminals work to cover their tracks, the problem 
only compounds. It’s important to realize the industry is not 
only dealing with sole practitioners. Transaction Laundering can 
be bought and sold as a service. 

In the US, the Financial Crimes Enforcement Network (FinCEN) 
and the Federal Financial Institutions Examination Council 
(FFIEC) have placed a great focus on AML (Anti Money 
Laundering). This caution and examination is spreading to other 
regions worldwide. Criminal enterprises operate across borders, 
drawing the attention of law enforcement bodies like Interpol.

Identifying and eliminating Transaction Laundering takes a 
cohesive group effort. Disconnected teams will not suffice. A 
well trained risk management organization, working cohesively, 
will be best prepared when violators strike. To defeat savvy 
fraud rings, today’s risk professionals need to break down walls 
within their firms, harness the data and power of the entire 
payments community, and leverage service providers in new 
ways. 

First, acquirers must mobilize their organizations (see Figure 
5). The risk and/or compliance departments must exhibit 
leadership. Setting expectations is the first step, beginning with 
briefing executive leaders and owners on the challenges of 
uncovering TL. They update counterparts and management on 
new Transaction Laundering plots and patterns.
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The effort begins with due diligence in underwriting.  
Underwriters should create process guidelines for their teams 
through all phases of the process from the top down. Analysts 
need to be properly trained and in communication with 
colleagues in risk and compliance.

The effort is sustained with sales and customer support. 
Working with these departments helps ensure any red flags are 
raised on a consistent basis. Sales representatives must pay 
keen attention to what happens during the application process 
and make note of any inconsistencies. Customer support 
agents are the eyes and ears of the company. They should 
listen for merchants who make inappropriate requests and 
attempt to get them to bypass standard protocol

The program is held together with interdepartmental 
communication between underwriting, risk, customer support, 
and sales. Regular meetings describing risk events and 
outcomes keep essential team members updated across 
functional boundaries. Even risk events that didn’t turn out to be 
violations are worth sharing. 

Second, acquirers must select the right Transaction Laundering 
vendor. A strong vender will provide a wide angle lens, utilizing 
the knowledge of fraud from peer companies to catch cross‐
acquirer and cross‐region perpetrators before they strike your 
portfolio. The best providers have high market share, operate 
globally, and provide a systematic method of sharing data.

Historical data is crucial, offering the ability to recognize past 
violators so banks and processors can catch them before they 
re‐initiate fraudulent activity.  Verification proves definitively that 
Transaction Laundering is occurring. 

Expert analysts trained in uncovering real versus perceived 
fraud are needed for acquirers to be sure they have uncovered 
TL.

Finally, advisory makes risk and compliance professionals more 
adept. This includes learning organizational best practices and 
understanding how to best collaborate with their counterparts 
in other departments. Additional tools including G2’s on-
demand Insight Hub can also be an invaluable resource for 
team training and practical tips.

To learn more about best practices for your company, 
download Solution Brief: An Organizational Framework for 
Transaction Laundering Detection. 

Figure 5 (Source: G2 Web Services)



G2 Web Services 
Corporate Headquarters
1750 112th Ave NE, Suite C101
Bellevue, WA 98004 USA
+ 1-888-788-5353

G2 Web Services 
London Office
68 Lombard Street
London, EC3V 9LJ
United Kingdom

©2016 G2 Web Services. Specifications subject to change without notice.  
Printed in the U.S.A. 3/2016 20001a

About G2 Web Services

G2 Web Services is a global technology and services company that helps 
banks, processors and their partners ensure safer and more profitable 
commerce. Clients use G2’s tools and expertise to perform better due 
diligence and monitoring so they can grow their portfolios and manage 
changing rules and regulations while taking on acceptable risk. 

Risk Management and Compliance Solutions
Vendor solutions ensure that acquiring banks, ISOs, PSPs 
and Payment Facilitators conduct thorough due diligence at 
boarding, maintain compliance, mitigate risk and proficiently 
monitor merchants. Through multifaceted protection, 
unrivaled data, advanced technology, and expert analysis, G2 
Web Services provides a suite of merchant risk intelligence 
solutions. 

G2 boarding solutions allow you to quickly identify the best 
merchants that fit your risk tolerance, enhance your current 
due diligence process with proprietary compliance data and 
gain valuable insight into even the vaguest merchant websites. 
Learn more about G2 Global Boarding. 

G2 portfolio protection services including Persistent Merchant 
Monitoring and Transaction Laundering Detection are the 
payments industry’s most comprehensive merchant monitoring 
solutions globally. Built on over a decade of monitoring 
expertise, industry knowledge and analyst experience. 
Whether it is locating merchant compliance violations, 
mapping a merchant’s service providers, or identifying 
transaction laundering syndicates, you have access to the 
most experienced team of analysts in the industry. This helps 
to ensure that payment providers remain in compliance with 
major card network rules. 

Find out more at www.G2WebServices.com
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